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DDoS Attack Trends
2013-2014

In 2013: Rapid increase in peak attack volumes and bot sophistication.

Defending against headless-browser
180 -~ DDeoS, and advanced bots that execute
160 — JS and hold cookies.
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In 2014: The upward trend continues with several ~100Gbps threats,
including a 180Gbps NTP DDOS attack.
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Q2 20 15 application layer DDo$ attacks mitigated by Incapsula services from

March 1 through May 7, 2015
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Tenacious Attacks Resemble Advanced Persistent Threats it rie ncion

Largest application layer
attack peaks at 179,712 RPS Largest net
(requests per second) attack peaks at 253 Gbps

Network Layer Attack Trends

RPS Gbps uDP

Botnets-for-hire are behind 40 percent of all network layer attacks.
Average price of a botnet-for-hire attack: $38/hour
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